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Disinformation Spread: Seeding, Distribution, Amplification & Going Viral

Viral Spread
It’s all over the news and social media, coming from all kinds
of sources and “trusted friends”.

Organic Amplification

Unsuspecting Social Media Users spread disinformation, propaganda
and fake news by sharing posts on their personal newsfeeds, often
without reading beyond the headlines.

& SOCIAL MEDIA

IT’'S ALL OVER THE NEWS n ‘Tf?

Targeted Distribution for Artificial Amplification

Troll & Bot Factories (cheap manual labor + automated bots) are spam-sharing
and engaging with thousands of groups, pages, forums, tricking the social
media platforms’ recommendation algorithms that the content is viral and it’s
worth suggesting to users.

Seeding / Implantation

Initial Seeding is done in Tier 3 “mushroom websites*” with high degree of
automation — the same piece of content is published simultaneously on tens of
affiliated websites.

* Mushroom Websites: blog post explaining how we’ve coined the term and what does it mean.



https://sensika.com/blog/disinformation/what-do-we-call-mushroom-websites/

Fake News -> Disinformation -> Propaganda “Quality” Lifecycle: Seed, Rinse, Repeat

Tier 1 — International Media & Newswires

* Publishing propaganda in the form of “refined and polished” J
disinformation, enriched with statements by Kremlin affiliated politicians, f umepﬁm
citing Tier 2 sources or “talking heads on duty” from Kremlin sponsored
“Think-Tanks”, “Business Organizations” and politicians. Th | ¢ SPUTNIK|
. & Pua HOBOCTH

* Publishing manipulative high-budget reports, original works and analysis.

Tier 2 — Regional Media Outlets

* Publishing disinformation in the form of “rinsed“ versions of fake

nevys mlxeq with some real fal(fts, usu.a!,Iy tallf.en out of context, ) ‘J “Ewm THE EPOCH TIMES
enriched with comments and “analysis” by “independent experts”“. ‘

* Editorial publications (often without an author), citing unclear
sources ("information appeared on the web") or specific Tier 3 and
other Tier 2 sources that are part of the same influence network.

Tier 3 — Mushroom Websites & Blogs

* Publishing disinformation, fake news, conspiracy theories,

rumors and wild speculations; SOUTH FRONT
* Content without stated authors, without cited sources (or BGVEST - CbNPSTUBA
fake sources), with unclear dating, manipulated or “deep

fake” pictures and videos; & ORINOCO TRIBUNE NEwsm

* Titles are provocative, formulated as “click-baits” to trigger
emotions and knee-jerk reactions.
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Ukrainian President praises Nazi collaborators
Ukrainian president Volodymyr Zelensky has honored the)
the Red Army, while celebrating the anniversary of the col

Russian border, Zelensky proclaimed that "the true hi...
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Moscow News.Net (1) Ukrainian Presiden Former US officer : We trained neo-Nazis in Ukraine
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China News.Net (12)
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China urges U.S. to release details of bio-labs in Ukraine

BEIJING, March 8 (Xinhua) -- Chinese foreign ministry on Tuesday called on
in Ukraine, and urged relevant parties to ensure their safety. Recent media re
viruses, and Russia has found in the cou
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Hunter Biden emails back up Ukraine biolab claims Daily Mail
Claims that had been dismissed as " an propaganda” appear to be corf]
abandoned laptop has reared its ugly head again, as it reportedly contains &

o was involved in financing military research into dangero.
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Ukraine's plans for US-funded biolabs included drones - Russia
Kiev had plans to use pathogens developed in Pentagon-funded biolabs to
evidence from US-funded laboratories in Ukraine suggest that Kiev was plar
Z h ao Russia, the Russian Defense Ministry said on Wednesday. Moscow has alsq
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